ARMY PUBLIC SCHOOL GWALIOR
ADVISORY ON FAKE CALLS AND MESSAGES
Session 2025-26

Dear Parents,

It has come to the notice of the school that certain fraudulent activities are being carried out in the
name of Army Public Schools. These include:

o Circulation of fake APK files imitating the School Digi Campus Payment Gateway

o Suspicious or fake emails, messages, and phone calls (sometimes even through WhatsApp
class groups) requesting fee payments, revised fee details, or refunds (such as security
deposit refunds)

o Calls falsely claiming to be from the school accountant or other school staff

These are deliberate attempts to compromise your personal data and carry out financial fraud.
Please do not click on any suspicious links or avoid downloading any mobile applications from
outside the Google Play Store. Always verify any app before installing and keep it secured
with a lock or password.

Important Safety Guidelines:

1. Be cautious while handling emails, calls, or messages related to school fees or
personal data.

o Do not open emails from unknown senders.
o If opened by mistake, do not click on any attachments or links.
o Report any such suspicious email to the school office immediately.

2. Do not respond to unknown numbers, especially if they claim to represent the school or
ask for sensitive information. Scamsters may use male or female voices to sound
convincing.

3. Please note that AWES (Army Welfare Education Society), CBSE, or Army Public School
Gwalior will never request personal information via email or phone, nor will they ask for
any form of ID for fee payment.

4. Never share personal or confidential information (like bank details, student ID, OTPs,
etc.) over the phone or email. The official school email IDs and phone numbers are listed
on the cover page of the Student Almanac and the fee payment gateway on the school
website.

Your awareness is the best defence against such scams.
Stay alert, stay safe.

Principal
Army Public School, Gwalior



